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Substitution boxes (S—boxes) are one of the main components in DES type
ciphering systems. Since the appearence of differential and linear cryptanal-
ysis the development and design of substitution boxes which can be immune
against these types of cryptanalysis has become an active research topic. In
this talk a characterization of regular mappings is given in terms of the cor-
responding difference distribution table. Also an equivalence relation on the
set of regular mappings is defined in such a way that each equivalence class
has the same difference distribution table.

Key words: substitution boxes (S—boxes), block ciphers, regular mappings,
difference distribution tables.



